Using your Common Access Card(CAC)

What’s on a CAC?

There are three PKI certificates(or keys) on your CAC. An ID certificate, a Signature
certificate, and an Encryption certificate. The ID Certificate gets you onto PKI secured
web sites, the Signature certificate lets you digitally sign e-mail, and the Encryption
certificate works in combination with someone else’s Signature certificate to allow you to
send encrypted e-mail. (PKI stands for Public Key Infrastructure, but I won’t go into any
of that here.)

These certificates are copied to your computer the first time you insert your CAC card,
but cannot be used unless your CAC is in the reader and the correct PIN code is entered.
| say this because in some boxes that come up on your computer (i.e. when going to
access a secure web site), there may be certificates left over from past CAC cards, and
other people’s CAC cards who have used your computer.
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Identification

The website you want to view requests
identification. Please choose a certificate.

Issuer
TFW% DOD CA-19
3. DOD CA-12

[ More Info... ] [y\ewcartiﬂcate...l

PIN Code/E-mail

The PIN code you set when you were issued your CAC card is asked for whenever the
computer needs to use a Certificate, not upon insertion. It is important you remember
this number, because enter it in three times wrong and you will have to get it reset at the
pass office. There is no one you can call to tell you it if you forget it, so in this case as
well, you will have to go get it reset at the pass office. You also need to make sure the e-
mail address you gave the pass office as they were making your card is the correct one.

Actividentity

AdtivClient

Please enter your PIN.

EIN |l




Inserting your CAC card into the reader:

When you insert your CAC card into the reader, this little icon(or similar) in your systray
(by the clock) should go from this:

& (red X)

to this

& (blue card)

(after blinking back and forth from blue to red for a couple of seconds)

Using your CAC card on a PKI secured web site(\Works in Internet Explorer only)

When going to a PKI secure site, like say the one we use in the installation section to
grab the DoD root certificates https://infosec.navy.mil, you will be prompted with the
following box asking you to choose a digital certificate:

Identification

The website you want to view requests identification.
! Please choose a certificate.

MName Issuer

ACHORD.CECIL.CO... DOD CLASS 3EMAIL CA-9
o plecinie=wieaiopeE DOD CLASS 3CA-9

I More Info... I l'ﬂewCertiﬁcate...I

Lok ][ canca |

In this box, it shows two kinds, because the web site designer did not hide my e-mail
certificate as not-applicable. Because we are going to a web site, we should choose the
one that does not have the word e-mail somewhere in the Issuer field.


https://infosec.navy.mil/

Identification

The website you want to view requests identification,
! Please choose a certificate.

Mame Issuer
ACHORD.CECIL.COURT. .., fnla/nRef-S L]
ACHORD.CECIL.COURT... DOD CA-19

(<] | (2]

[ Mare Info... ] lmew Cerﬁﬁabe...]

Lok ][ canca |

In this box, the web site designer did filter my e-mail cert like he should, but I’ve got two
regular ones here. This means | have a leftover from a previous CAC card of mine. How
do I know which one to pick? CA-19 has to be the newer one right? Well, this time it is,
but this is almost never the case. To find out which one you should pick, click one and

then click “View Certificate”

Certificate

General | Details | Certification Path

2%

Certificate Information

This certificate is intended for the following purpose(s):

#2.16.840.1.101.2.1.11.9
 All application policies

Issued to: ACHORD.CECIL.COURTMEY.1288993722

Issued by: DOD CA-19

Valid from 5/18/2009 to 10/31/2009
% vou haves private-tkay-that poTTdT 1o this certificate.

one | should choose.

See the “Valid From”, this matches the valid dates of my current CAC card, so that’s the




How about this one? -
[Chov;‘: a digital certificate J@

Identification

The website you want to view requests
identification. Please choose a certificate.

Issuer
1 DoD cA-19
. DOD CA-12

|

[ More Info... ] [ywewcamﬁcate...]

Well, obviously I’m going to choose mine, but why is Gina’s there, and can | use that
one? It’s there because she used her CAC card on this computer before, and no, you
can’t use it as you don’t have her CAC and her PIN. (see “What’s on a CAC” paragraph
two)

Once you choose the correct certificate, you will be prompted for your PIN, enter it and
click OK, and the PKI secured site you had originally wanted to go to should load.

Actividentity

AdtivClient

Please enter your PIN.

EIN |l

Note: You will only be asked for your PIN one time after inserting your CAC during
attempted access to secure e-mail or a secure website. If you restart your computer,
remove and re-insert your CAC, or after a period of inactivity, the next time you try a
secure e-mail or secure website, it will ask for your PIN again.
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Using your CAC card for secure e-mail

Secure e-mail is another main function of your CAC card. You can Digitally Sign an e-
mail (this guarantees the reader this e-mail is from you) and/or encrypt e-mail so that the
other person cannot read a message you sent without their CAC card and PIN.

Digital Signature

When you digitally sign an e-mail (with your signature certificate) and send it to anyone,
they can read it regardless of who they are, people who have CAC cards or not.* It is for
identification purposes, but is also necessary in setting up the conditions needed for
encrypted e-mail.

*However, only the people with the DoD root Certificates installed/updated will Outlook
be able to properly verify that “Certificate Chain”. Without the DoD root certificates
installed or updated, a person receiving a message signed by a CAC card, may have their
Outlook freeze or lockup until it gives up on the chain verification, and shows you the
message. This means it is important to repeat Step 3 of the Installation section
periodically.

Encrypted e-mail

When you encrypt an e-mail(with your encryption certificate), only the intended receiver
can view it, and they must use their CAC card to do so.

To send encrypted e-mail to someone you need your encryption certificate and the
intended receiver’s signature certificate. Conversely, the other person needs their
encryption certificate and your signature certificate to send you one. That’s how the
math works.

OK, so how do | do that?

Basically it means that someone must send you a digitally signed e-mail first. Then you
use that e-mail to add them to your contacts. Once their contact with attached digital
signature is in your contacts, you can make an e-mail, selecting that contact to send to,
then with your CAC card inserted, click the encrypt button on that e-mail before hitting
send.

Step by step in the next section.



Using Outlook with CAC

Preparation

First off, ActivCard/ActivClient when first installed sets a default that is sort of annoying.
What you may notice is that Outlook will now try to digitally sign EVERY E-MAIL sent,
and cannot do so without your CAC inserted, so no e-mail will go out. TO FIX THIS GO
HERE: In Outlook’s main window, go to Tools>Options in the Security Tab, Uncheck

“Add digital signature to outgoing messages” and hit OK.

‘Options’

Preferences | Mail Services | Mail Format | Spelling Security |Dther | Delegates |

Secure e-mail
% [ Encrypt contents and attachments for outgoing me

| Add digital signature to outgoing messages

[v Send clear text signed message when sending signed messages

/ Default Setting: |Acti\.rCard Certificates _VJ Settings...

Secure content

# Security zones allow you to customize whether scripts and active
content can be run in HTML messages. Select the Microsoft
Internet Explorer security zone to use.

Zone: |= Restricted sites ﬂ Zone Settings...

Digital IDs ((Certificates)

% Digital IDs or Certificates are documents that allow you to prove your
s identity in electronic transactions.

Import/Export... | Get a Digital ID... |

X

oK | Cancel ‘

---The fix

Sending Digitally Signed e-mail

To send a digitally signed e-mail do the following:

Create a new message, forward a message, or reply to a message

Within this new message you should see two icons somewhere in the toolbar that look

like this(or similar):

3 E3)

Click the one with the red ribbon to digitally sign this e-mail.



You will be asked for your PIN code at some point if needed(most likely when you go to
send).

Note: You will notice that if you get a digitally signed e-mail from someone and reply to
it or forward it, Outlook will assume you want to yourself digitally sign the reply or
forward. If you don’t have your CAC card in this will make Outlook lock up for a while
until it fails on the message. You can unclick the button with the red ribbon before
sending to avoid this to not digitally sign the reply or forward, or actually insert your
CAC card and try again if you indeed want to keep it digitally signed.

Sending Encrypted E-mail

In order to be able to send and receive encrypted e-mail from someone you must do the
following once for a particular person, and again if either party is issued a new CAC
card:

Have your CAC card inserted. Enter your PIN code if/when prompted.

Send the person you want to communicate with a digitally signed e-mail asking them to
send you a digitally signed one back.

They must add you to their contacts from within the digitally signed e-mail you sent
them.

You must add them to your contacts from within the digitally signed e-mail they sent you
back.
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ce: i Free for next 8 hours
Subject: Fw: N
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&

Send Mal (gwright@seaward-marine.com)
Additional Actions L
Create Rule...

Add to Outlook Contacts...

)l IV

Look up Outlook Contact...
Outlook Properties...

43 Copy



It may ask you if you would like to update an existing contact that you have already for
that person, this is fine.

Now you can send them an encrypted e-mail.

To send an encrypted e-mail do the following:

Create a message, forward a message, or reply to a message

Anyone you add to the “to” or “cc” field you must do by clicking the “To” or “Cc”
buttons and selecting them from your contacts, using the contact or contacts previously

set up by the digitally signed e-mail back and forth.

Again we look at these two icons in the toolbar:

-]

This time you click the one with the blue lock. You can also digitally sign as well, so just
click both for good measure.

You will be asked for your PIN code at some point if needed(most likely when you go to
send).

Identifying Digitally Signed and Encrypted E-mail

In your main view in outlook messages will appear with the blue lock(encrypted) or red
ribbon(digitally signed)
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Also, with a particular e-mail open you can see in the lower right corner of the “header” a
blue lock or a red ribbon.



What happens to all my encrypted e-mail | have saved when | get a new CAC card?

You can’t read them anymore.
Relax, there is a convoluted, but quick method of changing those encrypted e-mails over
to your new CAC.

Info on that here:
https://infosec.navy.mil/PKIl/keyrecovery.html#mailcrypt

I will have my own walkthrough for ya’ll to simplify the process.



